Update — Requesting VA PIV Exemptions and Registering your Mobile Number

PIV Exemption Update

Effective September 1, 2025, the VA has updated their process for requesting PIV (Personal
Identity Verification) exemptions. A PIV exemption allows you to access VA systems when you are
unable to use your PIV card due to specific circumstances like forgetting your PIV, lost or stolen PIV,
malfunctioning equipment that does not read PIV, or if you are a new user pending PIV issuance.

I. The Enterprise Service Desk (ESD) will no longer provide PIV exemptions directly. You will need
to use a self-service website that requires both registration of your mobile number and the use of
an ID.Me login through AccessVA.

Steps to Complete *Click on each step to jump directly to instructions

Step 1. Register your mobile number.

> If already registered, skip to Step 2.

Step 2. Create an ID.Me Account through AccessVA

> If already have an ID.Me account, skip to Step 3.

Step 3. Submit a Self-Service PIV Exemption and Password Reset

Step 4. Log in after Receiving a PIV Exemption/Reset

For any issues or additional support, please contact Enterprise Service Desk (ESD)

using any of the following options:

o yourlT/Self-Service: Report an Issue

e Phone: 855-673-4357
e Live Chat:

e EVA Chatbot (yourlT Home Page)

e MS Teams Chat (ESD Option in Teams)


https://yourit.va.gov/va?id=yourit_report_incident
https://yourit.va.gov/va
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Step 1. Register your Mobile Number

If you are unable to access the VA intranet — call the Enterprise Service Desk at (855)
673 - 4357 to register your mobile number.

If you can access the VA intranet — Open a new request in yourlT and enter your

number in the “Mobile Registration Number” field and select Submit.

When you call the IT service desk, the system will recognize your registered phone
number and text a one-time, six-digit passcode to your phone. You'll be prompted to
enter the passcode by using your phone’s keypad.


https://yourit.va.gov/va?id=sc_cat_item&sys_id=d46750d31b612e50c00084c5604bcb5f
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Step 2. Creating an ID.me Account using
AccessVA

References
¢ Please click to view video

e Forinformation about using ID.me to access va.gov, go to Accessing VA gov
with ID.me and https://www.va.gov/sign-in-faq/.
« For additional help with ID.me registration, go to https://help.id.me/hc/en-us.

Register for a new ID.me Account

1. Open the AccessVA page using the link https://eauth.va.gov/accessva/
2. Select | am a VA Employee or Authorized Contractor

U.S. Department
of Veterans Affairs

AccessVA Home | About AccessVA | Contact Us

‘Welcome to AccessVA. A solution for accessing VA's online services.
Click your category to see available applications you can sign in with:
| am a Veteran
| am a Family Member

| am a VA Business Partner

L ! am a VA Employee or Authorized Contractor

3. Select Employee Self-Service

AccessVA Home | About AccessVA | Contact Us

| am a VA Business Partner

@VA
[ kahua' }

i



https://dvagov.sharepoint.com/:v:/r/sites/oitesdkm/Video%20Library/Tier%201%20Only/KB0109020%20-%20VA%20Employee%20Self-Service%20-%20Register%20for%20an%20ID.me%20Account%20Through%20AccessVA.webm?csf=1&web=1&e=3UrvAy&nav=eyJyZWZlcnJhbEluZm8iOnsicmVmZXJyYWxBcHAiOiJTdHJlYW1XZWJBcHAiLCJyZWZlcnJhbFZpZXciOiJTaGFyZURpYWxvZy1MaW5rIiwicmVmZXJyYWxBcHBQbGF0Zm9ybSI6IldlYiIsInJlZmVycmFsTW9kZSI6InZpZXcifX0%3D
https://help.id.me/hc/en-us/categories/200309310-Accessing-VA-gov-with-ID-me
https://help.id.me/hc/en-us/categories/200309310-Accessing-VA-gov-with-ID-me
https://www.va.gov/sign-in-faq/
https://help.id.me/hc/en-us
https://eauth.va.gov/accessva/
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4. Select ID.me option

AccessVA Home | About AccessVA | Contact Us

Employee
Self-Service

Chaose a secure VA Partner to sign into yourlT:
Don't have one? Register for a Sign-In Partner or Learn More

Note; We're moving fo & simpler and more MGdem Sgn-in expenance. We'l remove ing (S Logon opfion afler September 30, 2025 | &3m mars about creatng ¢
10.me account

Sign in with

1Dme ID.me

Select anolner
AwEDSite

NOTE: If you receive the following error, exit out of AccessVA, close all
browser windows and retry, starting at Step 1.

AccessVA

ACEERSNA Home | ARt Accessvd | Contach s

Error 90: Third-party Server Not Responding

i TESCAMTE il Tt TeQuesied B ICaied O @ Tug-party Server WeDSEAL Nas amempied 10 360 Four fequees i Bhat senver, Dot A B 5ol responding. Thes Couid be due
0 e Shipdparty Sevver Deng ofine. o 0 neftwors protlens making § uveachalie The peooiem &5 md win e WebSEAL sereer isell Redry your sequesd ialer

n ETPOH DCOGTIG Wile DROTESSNG FUaN Feques] Fieass Chok hive 10

g aan

7 you e urher avsatance. piease contack e HR Moyt 3 SO0 030507 Tam.Tpm Ceriral Tme

e (1) pcces, upload chasge
PRy Do COPBRMIRY VIAIOR et

5. Accept the terms of VA System use

LLS. Department

of Veterans Affairs

Secure Login Redirect

You are being sent to a secure webpage on the ID.me website to register or log in o your account. Afier you log in, you will be sent |

By continuing you agree to the terms of VA System use.

Cancel

6. On the Sign-In page, select Create an ID.me account
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ID.me +

Sign into ID.me

New to ID.me?

H Create an ID.me account

7. On the Sign Up page, enter an email address and password *Do NOT use your
VA email address

IDme + @

Create an ID.me account

Multiple ID.me accounts are not allowed.
If you have an ID.me account, use it to sign in.

Need to use ID.me for work?
Eollow these steps.

* Indicates a required field

Email *

Enter your porsonal email addross

Password *

| Entor password @
Confirm Password*

Reenter password @

Remember me
For your security, select onfy on your devices.

| occept the IDme L 2 ond Privocy
Policy *

8. Follow the steps provided to confirm your email address from the confirmation
email. For additional information, refer to the following ID.me help articles:
e« What do I do if | don't receive an email confirmation link?
e What do | do if the email confirmation link doesn't work?



https://help.id.me/hc/en-us/articles/360011411894-What-do-I-do-if-I-don-t-receive-an-email-confirmation-link-
https://help.id.me/hc/en-us/articles/360011412534-What-do-I-do-if-the-email-confirmation-link-doesn-t-work-
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v Bl arowe [ Moy | Repy % Replyal —> Forward By Mo | g ey O

[EXTERNAL] Welcome to ID.me

T thire o st e o 5 PS40 1 g e, 1 P 0 i i

ID.me

Welcome!

ID.me

CONFIRM YOUR EMAIL ADDRESS

can't click an the butten in your small?

Enter e 6-0ig Cose Tram IMe emaR BElDw.

Your email has been confirmad!

Thank you far confirming your email
Please return to the other window or tab to
continues with Vi go

You may now dose this browser window or tab.

Whot it Dma? | Terms of Ssrvice | Privocy Policy

9. Select an option to set up two-factor authentication on the Secure Your
Account page. Follow the instructions for the option you selected. This will need
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to be used each time you log in using your ID.me credentials. For additional
information, go to Securing My VA.gov Account with 2FA.

ID.me

SECURE YOUR ACCOUNT

as yoal. ¥ou onby meed toset up your devioe fof
Vvt el Do sl P71 LSRN ) P

Salect an aption balow o sstup tvo-foctor
outhantication

Tast Wewsage o Phone Call
¥ Gt &GSt code sert io your phone by heit
sssage of phare Lol

Push Notifiootion
X APPETIRS SIGN-TS Wia Push Mot iflcatans sem
o the I, e Authensicator mobille 2pp

iees]  (Code Generctor Apploation
GONErde wEMNCI0En CO00S Al 3
gererasor apps ke |0.me Authenticator 10
4Er ir

D FIND) LISF Soourity Koy
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NOTE: We recommend using the Text Message or Phone Call option, as below.

A. Complete the required phone number information, and select the option
for how you want to receive the code (text message or phone call).


https://help.id.me/hc/en-us/sections/360002261793-Securing-My-VA-gov-Account-with-2FA

Update — Requesting VA PIV Exemptions and Registering your Mobile Number

ID.me

SECURE YOUR ACCOUNT

Receive authentication code via phone

Be sure to use a phone number you have access
0 whenever you plan to sign in.

Choose how you want to receive the code

K, <

Text massage Phone call
v

THE NUMBER PROVIDED WILL ONLY BE USED FOR ACCOUNT
SECURITY. MESSAGE AND DATA RATES MAY APPLY

B. Enter the 6-digit code you received to confirm your phone number and
Select Continue.

ID.me

SECURE YOUR ACCOUNT

Confirm your phone number

Please check your phone for the 6-digit code that
we just sent to you at (801) 641-0970.

Enter the B-digit code

274480

Didn't receive the code? Send it again

Whatis Dme? | Termsof Service | Privacy Policy

C. Once you have set up your two-factor authentication, Your Account is
Now Secure page will appear. Select Continue.
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ID.me

YOUR ACCOUNT IS NOW SECURE

Your phone number can now be used for two-
factor authentication.

=7

Visit ID.me My Account to view and manage two-
factor authentication settings.

What is IDme? | Tarma of Sarvica | Privacy Policy

10. Select an option to perform a one-time verification of your identity on the Verify
Your Identity page. Follow the instructions for the option you selected. For
additional information, go to Verifying My Identity or refer to the following ID.me
help articles:

e How do | verify my identity using security questions?
e How do | verify my identity using my driver's license?



https://help.id.me/hc/en-us/sections/200864964-Verifying-My-Identity
https://help.id.me/hc/en-us/articles/115002380694-How-do-I-verify-my-identity-using-security-questions-
https://help.id.me/hc/en-us/articles/115002380614-How-do-I-verify-my-identity-using-my-driver-s-license-
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¢ How do | verify my identity using my passport?

ID.me

VERIFY YOUR IDENTITY

There are several options ler you to verify your
dentity and this process only takes a few minutes
You'll only need to verify your identity once
We'll need your permissior details from
your credit prof

sourcesd to

5 wor't affect

werify your dentity. Don'l weery

your credit scone.

Choose a verificotion method

[g) Angwor questions obout your oredit history
Tell Lis yousr name, sidress, phone numibern

birth date. and 3

can ennfrm yous

a| SECUNEY NurmbDes SO we
iderytity.

EE Uplood photos of youlr Roense of slots |D
Upload pholos of your drivers icense or
st ID, andd enter your soclsl security

e

=] Uplooda phobo of your possport
Upload a photo of your passport and enter
=

your social security number

Uplond photos of your possport card
Upload photos of your passpart cand and
Efiter your Secial ety number

|
g

11.Once your Identity has been verified, the Authorize AccessVA screen will
display. Select Allow to confirm and complete your account registration. You
should receive a confirmation email that indicates that your identity verification
was successful.


https://help.id.me/hc/en-us/articles/115002380714-How-do-I-verify-my-identity-using-my-passport-
https://help.id.me/hc/en-us/articles/115002380714-How-do-I-verify-my-identity-using-my-passport-
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ID.me

AUTHORIZE ACCESSVA
WE'VE VERIFIED YOUR IDENTITY!

Before we send you back 1o Accessyil | e
need your permission (o share your verified
identity nformation.

Please note that only information abtained from

the verification process will be shared

AceessVA (INT) will recehe:

& Binth Date & Gender
© Eman © Lest Name
& First Name & Middie Name
S Full 82N
| |

YU can remove thil sccess st any time by changing your
IDme account settings.

Whaot s iDume? | Termaol Service | Privacy Polloy

File Message  Help @ Tell me what you want to da

v [ arcive [ movew | € reply %) meplyall > Forward v v 5% Transtate v ]

[EXTERNAL] ID.me - You have com pleted your identity verification

. ID:me <hello@idme>
Ta

)1 thieve st @roblems with foss this ses1age i diiplivd, dick Rere 10 vt & (0 3 web Browser

ID.me

Congratulations!

\‘5 You're Verified!

You have completed your identity verification
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Step 3. Self-Service PIV Exemption using
ID.me

1. Open AccessVA using the following link https://eauth.va.gov/accessva/

2. Selectl am a VA Employee or Authorized Contractor

U.S. Department
of Veterans Affairs

AccessVA Home | About AccessVA | Contact Us

Welcome to AccessVA. A solution for accessing VA's online services.
Click your category to see available applications you can sign in with:
er

| am a VA Business Partner

| am a VA Employee or Authorized Contractor

3. Select Employee Self-Service

Welcome to AccessVA, A solution for accessing VA's online services,
Click your category to see available applications you can sign in with:

| am a Veteran

am a Family Member

| am a Service Member

| am a VA Business Partner

| am a VA Employee or Authorized Contractor

1l Contralized Mail Portal

o 1AM

{3 (& 5 \ e A mw::\:ms "

ka h u a J \:(?/f : Service ] LEN iniorramtion Syaiem
#FSC & } #FSC ]

— P
L
W
(@]

i

4. Select Sign inwith ID.me


https://eauth.va.gov/accessva/
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AccessVA Home | About AccessWA | Contact Us

Employee
Self-Service

Choose a secure VA Partner to sign into YourlT:
Don't have one? Register for a Sign-in Partner or Learn More

Sign in with
ID:me

1D me

Select another
VA website

5. Enter your ID.me credentials and select Sign In.

Sign In or sign up for on occount

Email

Password

Forgot Password

Or sign inwith
-

f roceboot G Google iR Unkedin

View mare login options >
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6. The Employee Self-Service page will display your account information.
4 0 eev @ consavsv @

Actions that can be perf: d with this self ice tool are P d Reset and PIV E: i for Forg: PIV, Ls Stolen |

PIV Issuance, and Equipment Malfunction.

For remete access, check the CAG, RESCUE and/ar Global Protect hoxes as applisable.
For anything else, please contuct the Service Dask at (855) 673-4357

Welcome TIMOTHY HENDRICKS (vasachendrt2) to Self Service Account Managemant
User Hame

Demasin
ke
[

wecting via amy of the Soliowsng: CAG, Cinco Amytonmect

o 00 ClobalProtect]

Forgat PIV/PIN @m_’sm = Possword Pese
o)

Cick to Apply PIV Esemprion (Click 10 Apply PIV Exemption (Click to Rersert F
Nwl.lmh»dngmlmcm @&w:um
Click to Apply PIV Exemption Chick 10 Apply PIV Exsmption

e NOTE: If this page displays, follow the directions within the 'red' text.

Welcome ESD_User_Testing_Account_V18 ESD_User_Testing (VHAV18ESDTestUser) to Self Service Account Management

et 1o call the Enterprise Service Besk to regquest an exvmption on

User N

Email

Domain VHAIR

Are you connecting via any of the following: CAG, Cisco Anyconnect Oecas O rescue O GlobaiProtect
(RESCUE], and/or GlobalPratect?

Password Reset

®)

Click to Reset Password

New User Pending PIV Issuance

Click to Apply PPV Excmption

7. Select the type of request you want to submit:

e Password Reset - This option should be used when you have a PIV
exemption and need your password reset. This is rare situation!

o Forgot PIV/PIN

e New User Pending PIV Issuance - This option should be used if you are a
new user and your account was created less than 28 days ago.

¢ Equipment Malfunction - This option should be used when an equipment
issue is preventing your PIV card from being read



Update — Requesting VA PIV Exemptions and Registering your Mobile Number

e Lost/Stolen - This option should be used if your PIV card was lost/stolen

NOTE: If select Lost/Stolen, the following message will be displayed.
Select Proceed to continue. Be aware that you must contact your
Supervisor and VA Police to report your lost/stolen PIV card. You will
need to schedule an appointment with your PIV office for a
replacement PIV card.

Lost / Stolen Warning

WARNING
Be aware that when a PIV card is reported as Lost or Stolen the card will

be disabled permanently and you will be required to obtain a new PIV
card.

8. Once the request has successfully been applied, you should see one of the
following messages that will include information for the Request tickets and the new
Password that was created for your account.

NOTE: Take note of your User Name and Domain. At first login (after the exemption
has been granted), you will need to enter the domain/username and password at the
login prompt. For additional information, refer to KBO109031.

PIV Exemption - Connected to VA Network at a VA Facility (example)

Temporary 14 day PIV Exemption has been applied successfully. Request [GULTIRIGE]

Successfully reset password. Request
New password is - seVenth280923%

Please follnw to assist with login.
* Please allow up to 10 minutes before logging in with your new Password.

PIV Exemption - Connecting Remotely Outside VA Facility (example)

Temporary 1 day PIV Exemption has been applied successfully. Request
Successfully applied RAP Exemption, Request Ryt let L]
Successfully reset password. Request
New password is cabiMet52843

Please follow [TTTTg to assist

* Flease allow up 10 10 minutes before logging in with your new Patsword



https://yourit.va.gov/kb_view.do?sysparm_article=KB0109031
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Step 4. Logging In After Receiving a PIV
Exemption

References
¢ Click to view Video
Windows - Internal to VA Network at VA Facility

1. Press any key at the Windows Splash Screen, which appears after
startup/reboot.

2. On the Security Warning screen, click OK.
3. At the initial login screen, click Other User.



https://web.microsoftstream.com/video/5cf3a63c-b124-40f7-9dcb-421f117e075e
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4. Login to Windows with your Username and the password you received during the
PIV exemption process.

NOTE: The correct format for Username should be Domain\AccountName ex.
VHA22\VHA##LIIIF.

Other user

Sign in to; VHAMBITER

How oo | Q) |Fy DO P desinain?

SiQn-n DPTIRS

5. Press Enter.

Citix Access Gateway (CAG) - Remote Access NOT at VA Facility

1. Connect to Citrix Access Gateway at https://citrixaccess.va.gov/.
2. Select Click here to use DomainUsername/Password.



https://citrixaccess.va.gov/
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VA Citrix Remote Access

Vithen iogging il e system you sipes b Bhe foll owing

Vi e acoeesing 3 U 5 Goverpmend mformabon syslem, which

1) lh-:.m!ﬂ @ |h'rrfrnrlr-rr1~r-|-r'l' Ial mr‘fﬂﬂﬂ'ﬁ‘ﬂ

p—
1 X
—

3. Enter your Username and the password your received during the PIV Exemption
process.

NOTE: The correct format for Username should be Domain\AccountName ex.
VHA22\VHA##HLIIIF.

Doman'iLlsername VHAIDVHASSS | IIF
Do pasevers

Logon




	Step 1. Register your Mobile Number
	Step 2. Creating an ID.me Account using AccessVA
	Step 4. Logging In After Receiving a PIV Exemption

