
Update – Requesting VA PIV Exemptions and Registering your Mobile Number 

PIV Exemption Update 

Effective September 1, 2025, the VA has updated their process for requesting PIV (Personal 
Identity Verification) exemptions. A PIV exemption allows you to access VA systems when you are 
unable to use your PIV card due to specific circumstances like forgetting your PIV, lost or stolen PIV, 
malfunctioning equipment that does not read PIV, or if you are a new user pending PIV issuance. 

��� The Enterprise Service Desk (ESD) will no longer provide PIV exemptions directly. You will need 
to use a self-service website that requires both registration of your mobile number and the use of 
an ID.Me login through AccessVA.   

 

Steps to Complete *Click on each step to jump directly to instructions  

Step 1. Register your mobile number.   

 If already registered, skip to Step 2.  
 

Step 2. Create an ID.Me Account through AccessVA  

 If already have an ID.Me account, skip to Step 3. 
 

Step 3.  Submit a Self-Service PIV Exemption and Password Reset  

 

Step 4.  Log in after Receiving a PIV Exemption/Reset 

 

For any issues or additional support, please contact Enterprise Service Desk (ESD) 
using any of the following options: 

• yourIT/Self-Service: Report an Issue 

• Phone: 855-673-4357 

• Live Chat: 

• EVA Chatbot (yourIT Home Page) 

• MS Teams Chat (ESD Option in Teams) 

 

https://yourit.va.gov/va?id=yourit_report_incident
https://yourit.va.gov/va
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Step 1. Register your Mobile Number 
 

If you are unable to access the VA intranet – call the Enterprise Service Desk at (855) 
673 - 4357 to register your mobile number. 

If you can access the VA intranet – Open a new request in yourIT and enter your 
number in the “Mobile Registration Number” field and select Submit.  

When you call the IT service desk, the system will recognize your registered phone 
number and text a one-time, six-digit passcode to your phone. You’ll be prompted to 
enter the passcode by using your phone’s keypad.  

 

 

 

 

 

 

 

 

 

 

 

 

 

https://yourit.va.gov/va?id=sc_cat_item&sys_id=d46750d31b612e50c00084c5604bcb5f
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Step 2. Creating an ID.me Account using 
AccessVA 
 

References 
• Please click to view video 

• For information about using ID.me to access va.gov, go to Accessing VA gov 
with ID.me and https://www.va.gov/sign-in-faq/. 

• For additional help with ID.me registration, go to https://help.id.me/hc/en-us. 

Register for a new ID.me Account 

1. Open the AccessVA page using the link https://eauth.va.gov/accessva/ 
2. Select I am a VA Employee or Authorized Contractor 

 

3. Select Employee Self-Service 

 

https://dvagov.sharepoint.com/:v:/r/sites/oitesdkm/Video%20Library/Tier%201%20Only/KB0109020%20-%20VA%20Employee%20Self-Service%20-%20Register%20for%20an%20ID.me%20Account%20Through%20AccessVA.webm?csf=1&web=1&e=3UrvAy&nav=eyJyZWZlcnJhbEluZm8iOnsicmVmZXJyYWxBcHAiOiJTdHJlYW1XZWJBcHAiLCJyZWZlcnJhbFZpZXciOiJTaGFyZURpYWxvZy1MaW5rIiwicmVmZXJyYWxBcHBQbGF0Zm9ybSI6IldlYiIsInJlZmVycmFsTW9kZSI6InZpZXcifX0%3D
https://help.id.me/hc/en-us/categories/200309310-Accessing-VA-gov-with-ID-me
https://help.id.me/hc/en-us/categories/200309310-Accessing-VA-gov-with-ID-me
https://www.va.gov/sign-in-faq/
https://help.id.me/hc/en-us
https://eauth.va.gov/accessva/
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4. Select ID.me option 

 
NOTE: If you receive the following error, exit out of AccessVA, close all 
browser windows and retry, starting at Step 1. 

 

5. Accept the terms of VA System use 

 

6. On the Sign-In page, select Create an ID.me account 
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7. On the Sign Up page, enter an email address and password *Do NOT use your 
VA email address 

  

8. Follow the steps provided to confirm your email address from the confirmation 
email. For additional information, refer to the following ID.me help articles: 

• What do I do if I don't receive an email confirmation link? 
• What do I do if the email confirmation link doesn't work? 

https://help.id.me/hc/en-us/articles/360011411894-What-do-I-do-if-I-don-t-receive-an-email-confirmation-link-
https://help.id.me/hc/en-us/articles/360011412534-What-do-I-do-if-the-email-confirmation-link-doesn-t-work-
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9. Select an option to set up two-factor authentication on the Secure Your 
Account page. Follow the instructions for the option you selected. This will need 
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to be used each time you log in using your ID.me credentials. For additional 
information, go to Securing My VA.gov Account with 2FA. 

 
NOTE: We recommend using the Text Message or Phone Call option, as below. 

A. Complete the required phone number information, and select the option 
for how you want to receive the code (text message or phone call). 

https://help.id.me/hc/en-us/sections/360002261793-Securing-My-VA-gov-Account-with-2FA
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B. Enter the 6-digit code you received to confirm your phone number and 
Select Continue. 

 

C. Once you have set up your two-factor authentication, Your Account is 
Now Secure page will appear. Select Continue. 
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10. Select an option to perform a one-time verification of your identity on the Verify 
Your Identity page. Follow the instructions for the option you selected. For 
additional information, go to Verifying My Identity or refer to the following ID.me 
help articles: 

• How do I verify my identity using security questions? 
• How do I verify my identity using my driver's license? 

https://help.id.me/hc/en-us/sections/200864964-Verifying-My-Identity
https://help.id.me/hc/en-us/articles/115002380694-How-do-I-verify-my-identity-using-security-questions-
https://help.id.me/hc/en-us/articles/115002380614-How-do-I-verify-my-identity-using-my-driver-s-license-
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• How do I verify my identity using my passport? 
 

 

 

11. Once your Identity has been verified, the Authorize AccessVA screen will 
display. Select Allow to confirm and complete your account registration. You 
should receive a confirmation email that indicates that your identity verification 
was successful. 

https://help.id.me/hc/en-us/articles/115002380714-How-do-I-verify-my-identity-using-my-passport-
https://help.id.me/hc/en-us/articles/115002380714-How-do-I-verify-my-identity-using-my-passport-
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Step 3. Self-Service PIV Exemption using 
ID.me 

1. Open AccessVA using the following link https://eauth.va.gov/accessva/ 

2. Select I am a VA Employee or Authorized Contractor 

 

3. Select Employee Self-Service 

 
 

4. Select Sign in with ID.me 

https://eauth.va.gov/accessva/
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5. Enter your ID.me credentials and select Sign In. 
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6. The Employee Self-Service page will display your account information.  

 

• NOTE: If this page displays, follow the directions within the 'red' text. 

 

7. Select the type of request you want to submit: 

• Password Reset - This option should be used when you have a PIV 
exemption and need your password reset. This is rare situation! 

• Forgot PIV/PIN  

• New User Pending PIV Issuance - This option should be used if you are a 
new user and your account was created less than 28 days ago. 

• Equipment Malfunction - This option should be used when an equipment 
issue is preventing your PIV card from being read  
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• Lost/Stolen - This option should be used if your PIV card was lost/stolen  

NOTE: If select Lost/Stolen, the following message will be displayed. 
Select Proceed to continue. Be aware that you must contact your 
Supervisor and VA Police to report your lost/stolen PIV card. You will 
need to schedule an appointment with your PIV office for a 
replacement PIV card.  

    

8. Once the request has successfully been applied, you should see one of the 
following messages that will include information for the Request tickets and the new 
Password that was created for your account.  

NOTE: Take note of your User Name and Domain. At first login (after the exemption 
has been granted), you will need to enter the domain/username and password at the 
login prompt. For additional information, refer to KB0109031. 

PIV Exemption - Connected to VA Network at a VA Facility (example) 

 

PIV Exemption - Connecting Remotely Outside VA Facility (example) 

 

https://yourit.va.gov/kb_view.do?sysparm_article=KB0109031
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Step 4. Logging In After Receiving a PIV 
Exemption  
References 

• Click to view Video 

Windows - Internal to VA Network at VA Facility 

1. Press any key at the Windows Splash Screen, which appears after 
startup/reboot. 

 

2. On the Security Warning screen, click OK. 
3. At the initial login screen, click Other User. 

 

https://web.microsoftstream.com/video/5cf3a63c-b124-40f7-9dcb-421f117e075e
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4. Login to Windows with your Username and the password you received during the 
PIV exemption process. 

NOTE: The correct format for Username should be Domain\AccountName ex. 
VHA22\VHA###LllllF. 

 

5. Press Enter. 

 
Citix Access Gateway (CAG) - Remote Access NOT at VA Facility 

1. Connect to Citrix Access Gateway at https://citrixaccess.va.gov/. 
2. Select Click here to use DomainUsername/Password. 

https://citrixaccess.va.gov/
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3. Enter your Username and the password your received during the PIV Exemption 
process. 

NOTE: The correct format for Username should be Domain\AccountName ex. 
VHA22\VHA###LlllF. 
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